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S.N. Name of Paper Int. Ext. Total Marks
Marks | Marks
1. Introduction to 20 80 100
Information Security
2. Network Security 20 80 100
3. Cyber Security 20 80 100
4. Policy, Standards and 20 80 100

Law




Contents of the Papers

First Paper : Introduction to Information Security

Unit -1

Business needs and Security Awareness, Information Technology Concept and
Application, Security Awareness, Information Security: Overview, Legal and Ethical

Issues
Unit -2

Security Threat and Vulnerability, Introduction to Security Threats and Vulnerability,

Malware, Hacking: Issues and Techniques, Security Counter Measures
Unit -3

Net working Concepts and Attacks , Introduction to Data Communication and

Transmission Media

Overview of Networking Technologies, Network Management and Protocol, Network

Attacks
Unit- 4

Operating System Concepts, Introduction to Operation System ,Operating System
Security: An Overview, Operating System Hardening and Control, ADC/SAMBA



Second Papers : Network Security

Unit -1

Introduction to Network security, Network Security Concepts, Network
Security Techniques, Identity Management, Security Issues in Wireless and
Next Generation Networks

Unit- 2

Secure Protocols, Introduction to Secure Protocol, Specific Protocol —1,
Specific Protocol - II

Unit-3
Cryptography techniques, Introduction to Cryptography,
Symmetric Key Cryptography, Asymmetric Key Cryptography, Application
of Cryptography
Unit-4

Network Security Technology, Firewalls, IDS/IPS/ Honeypots, Scanning and
Analysis Tools



Third Papers : Cyber Security

Unit-1

Information Gathering , Social Engineering , E-mail Crime and
Investigation, Reverse Engineering, Cracking Methodology

Unit -2

Database Security, Introduction to Database Concepts, Hands-on Database
Usage and Hacking Attempts, Database Security — I, Database Security - 11

Unit- 3

Web technology, Introduction to Web Architecture Client, client Side Scripts,
Server Side Scripts, Attacks on Web Application

Unit -4

Internet Technology, Internet Architecture, Social Networking Sites,
Advanced Searching Techniques, Latest Trend in Internet Securities



Fourth Papers : Policy Standards and Laws

Unit-1

Security Standards, Introduction to Security Policies and Standards, Security Framework
Standards, Security Mechanism Standards, Security Protocol Standards

Unit -2
Iso Standards, Study of Iso Standards: A Complete case study
Unit-3

Cyber Laws, International Treaties, Conventions and Protocols Concerning cyberspace,
Information technology amendment Act 2008-I, Information technology amendment Act
2008-I1, Cyberspace and IPR

Unit-4

Cyber crimes and regulation, Introduction to Computer crimes, Conventional crimes
through computer, Crimes and torts Committed on a Computer network, Crimes relating
to data alteration/ Destrution/ theft of Source Code and Database



